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Abstract

This paper proposesthe notion of Specification-Carrying
Codeas an interaction medanismfor self-assemblpf au-
tonomousdecentalised softwae components. Each au-
tonomousoftwake entityincorporatesmoreinformationthan
its opemtional behaviouy and publishesmore data than its
signatue. Theidea s to provide sepaately, for each en-
tity, a functional part implementingts behaviour- the tra-
ditional program code; and an abstiact descriptionof the
entity’s functional behaviourand necessarnparametes - a
semanticbehavioual descriptionunder the form of a for-
mal specification. Interactionsare exclusivelybasedon the
specificationsand occur among entities with correspond-
ing specifications.In the caseof autonomiccomputingsys-
tems,in additionto functionalaspectsthe specificatiormay
carry a semanticdescriptionof non-functionalinformation
relatedto self-mangement. This paper presentsthe prin-
ciplesof the Specification-CarryingCodeparadigm, the as-
sociatedService-Orientedhrchitectule, and it explainshow
self-mangedsystemganbenefifromthis paradigm.

1 Intr oduction

Key characteristicef autonomiccomputingsystemsaretheir
expectedself-omganisecanddecentralisedature. They con-
sistof autonomousoftwareentitieswhichdo notnecessarily
know eachotherin advance but acttogethemwithoutary di-
rectcentralcontroltowardshigh-level goalsdefinedby some
humanadministrator Thesesoftwareentitiesneedadvanced
meansf communicatiorfor: understandingachother, gath-
ering and sharing knowledge, information and experience
amongeachother and ensuringself-managingunctionali-
ties. Therefore,sucha technologyneedsan infrastructure

supporting,in an intertwined way: mutual understanding,

knowledgesharingandsupportfor self-managindeatures.
Currentpracticesusuallyrely on pre-establishedommon

meanings:communicatiorthroughsharedAPIs, usuallyal-

readysharedat designtime andwhich areuniquelysyntactic
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expression®f signaturespr communicatiorthroughshared
ontologiesallowing run-timeadequag but requiringsharing
of keywords. We foreseethat future programmingpractice,
especiallyin the caseof autonomiccomputingsystemswwill
consistin programmingomponentand’pushing”’theminto
an executionervironmentwhich will supporttheir interac-
tions. Therefore future componentsvill be developedsoas
to sharea minimal designtime commonunderstanding.

Theideaadwcatedn this paperis thatinteractionshould
bebasednaminimalcommorbasismerelyconceptsPrag-
matically, for artificial entitiesto understanéachother, those
conceptshave to be expressedn somelanguage.Therefore,
the minimal commonbasisconsistsin a commonspecifica-
tion language usedfor expressingheconceptsConceptxan
then be expressedwith differentwords, and with different
properties,but equivalentconceptsshould shareequialent
properties.Thus, thereis no needto shareidenticalexpres-
sion of concepts(eitherthroughAPIs, ontologies,or iden-
tical specifications) However, it is necessaryo have a run-
timetool ableto procesghosespecificationsindto determine
which of themreferto the sameconcept.

This papemroposesninfrastructurghatrelieson the no-
tion of Specification-Carrying€ode(SCC)asa basisfor mu-
tual understandingln additionto its code,eachautonomous
softwareentity carriesanabstractlescriptiorof its functional
behaiour which is a semanticbehaioural descriptionun-
der the form of a formal specification. Section2 presents
the principlesof the Specification-Carryingcode paradigm.
Section3 explainstheinterestandpotentialityfor autonomic
computingsystemsFinally, Sectiord describesomerelated
works.

2 Specification-Carrying Code

In additionto their code,entitiescarry a specificatiorof the
functional (as well as non-functionalcapabilities)they of-
fer to the community The specificationis expressedus-
ing a (possiblyformal) specificatiorlanguagefor instancea
higherorderlogicallanguagelefiningatheorycomprisedf:



functions,axiomsandtheorems.The specificationactsasa
meta-ontologyanddescribesemanticallythe functionaland
non-functionabehaiour of theentity. We call this paradigm
Specification-Carryingcode(SCC) In our currentmodel,a
service-orientedirchitecturesupportsthe paradigm. Before
interactingwith aserviceproviding entity, arequestingntity
maycheck(throughrun-timeproofchecking)someof its own
theoremon the submittedtheory Vice-versa,beforeaccept-
ing to deliver a service a serviceproviding entity may check
the correctnes®f the requestingentity. This allows anen-
tity to interactwith anotherentity only if it cancheckthatthe
way the otherentity intendsto work correspondso whatis
expected.Theimportantthing to notehereis thatentitiesdo

cationsarenot necessarilgpecifiedn the sametextual man-
ner. Thetheoremchecler ensureshatthey have the samese-
mantics. The more expressie is the specificationlanguage,
the moreit allows to getrid of sharedcorventionsor key-
words.

A Semantic Sewice-Oriented Architecture.  The
Specification-CarryingCode paradigmis supportedby a
service-orientedrchitecturewhereautonomougntitiesreg-
isterspecification®f availableservicesandrequesservices
by themeanf specificationsWe haverealisedwo different
implementationsf this service-orientedrchitecture.

The first implementatiorhas beenrealisedfor specifica-
tionsexpressingsignature®f availableoperatoravhosepa-

not shareary commonAPI relatedto the offered/requested rametersare Jasa primitive types; and required quality of

service. Indeed,since entitiesdo not know in advance(at
designtime) with which entitiesthey will interact,the spec-
ification languageactsasthe minimal commonbasisamong
theentities. Thelack of APIsimpliesin turnthatinput/output
parametersanonly be of very simpletypes.
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Figurel: SCCPrinciple

Figurel shavstwo basicprimitivesof the SCCparadigm:
a serviceproviding entity registers its specificationto some
run-time middleware that storesthe specificationin some
repository An entity requestinga servicespecifiesthis ser
vice througha specification,and asksthe run-time middle-
wareto executea servicecorrespondingo the specification.

Onceit receves an executerequestthe run-time infras-
tructureactivatesa model checler that determinesvhich of
the registeredservicesis actuallyableto satisfythe request
(on the basisof its registeredspecification). The theorem
checler establisheshe list of all serviceswhosesemantics
correspond$o therequest.

Dependingonthe choserspecificatioanguagethe spec-
ification may vary from a seriesof keywordstogetherwith
someinput/outputparametergescriptionto ahighly expres-
sive formal specificationconsistingof a signature,as well
aspre-andpost-conditionsadditionalaxiomsandtheorems
characterisinghe behaiour of the operatorspecifiedin the
signature.Servicesspecificationsnatchingrequestspecifi-

service. Both operatorsnameand quality of servicearede-
scribedusingkeywords. The resultingernvironment,a mid-
dleware called LuckyJ, allows sener programsto deposita
specificationof their own behaiour or of a requestede-
haviour at run-time. In the LuckyJ ervironmentactivation of
servicesoccursanorymouslyandasynchronously The ser
vice providing entity andthe servicerequestingentity never
enterin contact,communicationis ensuredby the LuckyJ
middlewareexclusively. Therequestingntity is not blocked
waiting for a serviceto be activated. Experimenthave been
conductedor dynamicevolution of code , wheretheservices
canbeupgradediuringexecutionwithout haltingor provok-
ing anerrorin the client program. This is animportantfea-
ture of self-managedpplicationssincethe applicationtrans-
parentlyself-adaptso new (or updated)servicesintroduced
into the ervironment. The LuckyJ ervironmentonly allows
the descriptionof basic specificationrelying on ontology
(keywords) sharedamongall the participatingservices[7].
EventhoughLuckyJ allows purely syntacticakpecifications,
it neverthelesprovedtheviability of theapproactunderthe
form of a service-orientedrchitectureandits usefulnessor
dynamicevolution of code.

In orderto remove the needfor interactingentitiesto rely
on pre-definedkeywords, a secondimplementationof the
above architecturehasbeenrealised. This architectureal-
lows entitiesto carry specificationgxpressedisingdifferent
kindsof specificatiodanguageandis modularenoughto al-
low easyintegrationof additionalspecificatiodanguage$3].
This architecturesupportssimple primitivesfor an entity to
register its specificationsor to requesta service, and for
theernvironmentto executethe correspondingequestedode
onceit hasbeenfound.

Thecurrentprototypesupportspecificationsvritteneither
in Prolog,or asregularexpressionsHoweverit cannotcheck
togetherspecificationsvritten in two differentlanguagesin
the caseof Prolog,the middleware calls SWI Prologtool to
decideaboutthe conformanceof two specificationsjn the
caseof regularexpressionsve have implementeda tool that
checkstwo regular expressions.Theselanguagesave dif-
ferentexpressie powers: regular expressionsare a power-



ful tool for describingsignaturesbut do not supportexpres-
sionof semantigroperties.Prolog,or HigherOrderLogics
(HOL), arelogical languagesllowing rich expressiity for
describingproperties. However, it canrapidly becomeim-
practicableo describeusualthingssuchasprinting, or com-
plex lists. Thereforewe areinvestigatinganguagesllowing
bothlogicalexpressiity andsomeontologicalconceptssuch
asJenaor the CommonSimpleLogic (CSL).

Example. Below is a serviceexpressedn Prolog,stored
in afile specSer vi ce. xm whichis ableto reverselists.
This servicedefinedirst theappend operatomwhichis nec-
essanyto definethereverseoperator ev. Appendingary list
L totheemptylist[] returnsL (line 7). Appendingary list
L2 to anon-emptylist [ H T] (HeadandTail) returnsa list
with thesameheadH andwith L2 appendedo T (lines8, 9).
Ther ev operatoris thendefined: reversingthe emptylist,
returnsthe emptylist (line 11); and reversinga non-empty
list [ H T] returnsalist R obtainedby recursvely applying
r ev onthetail of thelist andappendinghe headat theend
(lines12,13).

1 <specs>
<description active="true">

3 <content> Reverse List Service</content>
</ description>

5 <prolog active="true">

<cont ent >
7 append([],L,L).
append([H T], L2, [H L3]) :-
9 append(T, L2,L3).
11 rev([],[]).
rev([HT],R :-
13 rev(T, RevT), append(RevT,[H ,R).

</ content >
15 </ prol og>
</ specs>

The specification request, stored in file
specRequest . xm simply describesthe axioms ex-
pectedto be satisfiedby a reverseoperatorherecalledr ev
(lines7, 8), aswell asthe propertythatreversingtwo timesa
list returnsthe originallist (line 9).

1 <specs>
<description active="true">

3 <cont ent > Reverse List Request</content>
</ description>

5 <prolog active="true">

<cont ent >
7 rev([1.[1), rev([AIB],R),
rev(B, RevB), append(RevB,[A], R
9 rev([AB],R) , rev(R [AB]).

</ cont ent >
11 </ prol og>
</ specs>

The following code,in file Rever selLi st . j ava, con-
sistsin a serviceproviding thereverselist functionality:

1 inport kernel.*;

import java.util.*;
3

public class ReverselList extends Service {
5

public static void nmain(String[] args) {

7 Il register reverse list specification
new ReverseList().register("local host"
9 "specService.xm");
}
11

public ArrayList execute(ArrayList list) {
Col | ections. reverselList(list)
return list;

13

15 }
}

ClassRever selLi st extendsthe Serviceclass,available
in the kernel packageof our architecture. The mai n()
methodis usedto registerthe serviceat a servicemanager
availableatalocalhost.The descriptionof the serviceis con-
tainedin thefile specSer vi ce. xmi .

Every serviceextendsthe Serviceclassand hasto rede-
finetheabstracexecut e() method(line 12), whichis the
only methodthatwill beindirectly invokedby aclient. This
method’wraps” the functionalitydefinedin the specification
file, herethe reverselist functionality (line 13). Parameters
aretransmittedn anArrayList andtheresultis returnedn an
ArrayList aswell.

An entity that wants to use the reverse list ser
vice can do it with a single line of code (in a file
UseRever seli st. j ava):

1 inport kernel.*;
3 public class UseReverselist extends Entity {

5 private void askForReverseList() {

7 /1 activation of the reverse list service
result = Entity.execute(
9 SM ADDRESS, "specRequest.xm ",

paraneters);
11 }
}

In the above code,resul t andpar anet er s are Ar-
rayListsand SM_.ADDRESSis a String definingthe service
managerddress.The entity specificatiorfile is availablein
the samedirectoryandis namedspecRequest . xm . Pa-
rametersare addedunderthe form of anArrayLi st. To
executea request,an entity calls the execut e() method
(line 8) definedin thethe Entity class,availablein thekernel
packageof our architecture.Additional informationrelated
to programmingservicesandrequest&anbefoundin [3].

There is no transfer of APl between ReverseList
and UseReerseList. Indeed, UseR&erseListsimply in-
vokes its own static methodexecut e() (line 8 of file
UseRever selLi st. j ava). This methodwill submitthe
requestpresentin the specRequest . xm file to a mid-
dlewareinfrastructurecalledthe ServiceManager The Ser



vice Managerseamlesslyetrieves one servicethat matches
therequestMethodexecut e() of ReverselListis activated
by UseReerseListwith the parameterof UseReerseList.
The actualmethodwhich doesthe reverselist actwvity, here
reverselLi st () (line 13 of file Rever selLi st. j ava)

is not called either by UseReerseListor by the Service
Manager Theregistrationandthe activation of servicesare
doneexclusively throughtwo primitives:r egi st er () and
execut e() respectrely.

Discussion. Specificationmatching[6] encompassere-
trieval of a componentfrom a software library basedon its
semanticsyeuseof a componenfrom a softwarelibrary in
orderto adaptit to the currentneeds;substitutionof a com-
ponentby anotherone without affecting the obserable be-
haviour; andsubtyping The work presentedn this Section
is concernedwith retrieval of a componentvhosesemantics
(registeredspecification)satisfiesa query (specificationre-
guest). Thereis no obligation that both specificationsare
equivalent,it is sufficient thatthe selectedservicespecifica-
tion impliesthe specificatiorrequest.

In our currentimplementatiorusingProlog,specifications
areregisteredas Prolog factsand rules, while specification
requestsare Prolog queries. In the caseof regular expres-
sions: the registeredspecificationmust matchas a regular
expressionthe specificationrequest(but not necessarilythe
opposite).

3 SCCfor Autonomic Computing

Specification-Carryin@Codeas definedabove expresseshe
functionalbehaiour of servicesIn additionto functionalas-
pects thespecificatiorcanbeextendedo incorporateaswell
non-functionalinformation, suchas quality of service,effi-
ciengy, availability, or trust. This sectionshaws the interest
of the Specification-Carryin@odeparadigmbpothin its cur

throughits specificationits owninstallationneedge.g. CPU,
Memory, or Network).

For the particularcaseof automaticandseamlesintegra-
tion of new componentsinitial experimentg7] have proven
usefulfor dynamicrun-timeevolution of code. Indeedwith-
out stoppingary specificentitiesor the whole systemit has
beenpossibleto: addin the systemand seamlesslysead-
ditional featuresto seamlesslyeplaceupdatecentitieswith-
outthecalling entitiesnoticingthereplacementevenduring
acall). Sincea specificatiorrequesis the only elementec-
essarnyfor activating a service,insertinga new functionality
thensimply consistsin registeringits correspondingervice
to the middlevare. Replacingan updatedentity consistsin
having boththe old andthe new entitiespresentat the same
timein thesystemandif necessarjo transferthestateof the
old entity to the new onebeforestoppingthe updatedentity.

Self-Optimisation. "Componentsand systemscontinually
seekopportunitiego improve their own performancendef-
ficiengy [5].”

The architecturedescribedin the above sectionsimplies
thatfor eachrequestthemiddlewvaresearchesor all possible
servicegealisingthe request.This turnsout to be usefulfor
self-optimisation.Indeed ,assoonasa servicerealisinga re-
guestis available(it simply needgo registeritself), it canbe
selectedby the middleware. If the requestspecifieshatthe
mostupdatedserviceis required thenthe new servicewill be
chosen.lt is interestingto notethatif the new serviceitself
requiresupdatedservicego satisfyits needspy a cascading
effect a large part of the systemwill thenuseupdatedfunc-
tionalities. Additionally, the specificationmay expressopti-
misationpolicies, or describeconfigurationparametershat
canbetuneddifferentlyfor differentcontexts.

Self-Healing "Systemautomaticallydetectsdiagnosesand
repairslocalizedsoftwareandhardwareproblemg5].”

rentform or throughan extendedversion, for self-managed ~ The Specification-CarryingCode paradigmcan be ex-

systemsMore preciselyit describesiow SCCcanbeuseful
for realisingthe four self-managementonceptsiefiningthe
autonomiccomputingview asexplainedin [5]. We have ac-
tually testedthe approachand conductedexperimentsn the
caseof self-configurationandinitial testsareunderway re-
latedto self-protection.

Self-Configuration. "Automated configurationof compo-
nentsandsystemsollows high-level policies.Restof system
adjustsautomaticallyandseamlesslys].”

The notion of specificationnaturally senes to express
high-level goalsasstatedby a (human)administrator They
constitutanitial servicerequestsriggeringtherestof thesys-
tem. Similarly, servicerequestsxpressinghigh-level con-
figuration policies may sene for automaticdistribution of
entities or placementon a Grid of componentgarticipat-
ing to a scientificcalculation. Finally, at a local level, each
componenbf anautonomiccomputingsystenmaydescribe,

tendedto incorporateautomatiogeneratiorof a code,recog-
nisedaserroneousfrom its correspondingpecification Al-
ternatively, if acodehasbeenrecognisedserroneoudy the
middleware, its specificationis remosedfrom the repository
of available services. The whole systemthenautomatically
works with the currentavailable services,maybein a de-
gradedmanner until a new codeis insertedinto the system
andreplaceghe erroneousone. The notion of specification
alsosenesasa basisfor verifying the adequag of a code,
e.g.throughproof-carryingcodetechniques.

Self-Protection. "Systemautomaticallydefendsagainstma-
licious attacksor cascadindailures.It usesearlywarningto
anticipateandpreventsystemwiddailures[5].”

A specificationmay rather naturally describehigh-level
security policies that have to be realisedin the whole sys-
tem. Moreover, self-regulating schemacanalsobe consid-
ered. For instance combiningtrust andreputationinforma-



tion with specificationsnay prove to be an efficient tool for
self-protection[4]. In this schemathe specificationis ex-
tendedto incorporatetrust andreputationinformationabout
a serviceprovider, or abouta client. This information, up-
datedat run-time, then senesto acceptor dery interaction
requestsCheckinga specificatioragainsits codeimpliesto
(formally) prove thatthe codeactuallysatisfieghe specifica-
tion. However, evenif a codeis not malicious,i.e. sucha
proof hasbeenvalidated,theremay be someexternalor in-
ternalconditionthatneverthelespreventsthe codeto furnish
correctlyits service. The useof trustallows to permanently
adaptinghewholesystenbehaiourto theindividualentities
behaiour or reponse$o servicegequests.
Discussion.Automatedeasoningsproposedn Section2
mainly concerndunctionalaspectsa services specification
logically implies a specificationrequest. Formal specifica-
tions and automatedreasoningsolve interoperability prob-
lems: thereis not needfor compatibleinterfacesor exact
declarationsand queries. More generally Section3 adwo-
catesthe useof automatedeasoningor building autonomic
networks: specificationservingto expressfunctional prop-
erties,aswell asnon-functionalbproperties(re)configuration
policies,andinteractionprotocols.

4 RelatedWorks

Specification-Carryin@oftwae. Thenotionof specification-
carrying softwareis beinginvestigatesinceseveral yearsat
the Kestrelinstitute[8, 1]. Thisideahasbeenproposedni-
tially for software engineeringconcernsessentiallyfor: en-
suring correctcompositionof softwareandrealisingcorrect
evolution of software. Algebraicspecificationandcateori-
cal diagramsareusedfor expressinghe functionality; while
coalgebraidransitionsystemsare usedto definethe opera-
tional behaviour of components. The visions of this team
include aswell run-time generationof codefrom the spec-
ifications. Comparedo theseworks, this paperproposes
function-basedersionwherethe behaiour of a component
is not fully specifiedin all its operationaldetails,but suffi-
ciently in orderto be usedfor correctself-assemblyf soft-
wareatrun-time.

Smartlabels/SmarfTags. Smarttaggingsystemsare al-
readybeingdeployedfor carryingor disseminatinglatain the

fields of healthcareenvironment,and users entertainment.

For instancejn the framavork of datadisseminatioramong
fixednodes[2] proposea delivery mechanismbasedon the
local exchangeof datathroughsmarttagscarriedby mobile
users. Mobile usersor mobile devices do not directly ex-

changesmart-tagsthey only disseminatelatato fixednodes
whenthey arephysicallycloseto eachother Datainforma-
tion carriedby smarttagsis expressedastriples indicating
thenodebeingthe sourceof theinformation,theinformation
value,andatime indicationcorrespondingo theinformation

generation.Smarttagsmaintain,store,and updatethesein-
formationfor all visitednodes.In smarttaggingsystemsgata
remainstructurallysimple,andunderstandabliey humanbe-
ings, and doesnot actually sene asa basisfor autonomous
local decisions.The notion of specification-carryingodeas
expressedn this papercanbe seenasaway to tag codesin-
steadof only data.

5 Conclusion

Specification-Carryin@€odeprovidesseveraladvantagegor
run-time executionof decentraliseéiutonomousoftwarein
generalandfor autonomiccomputingsystemsn particular
Amongthemwe cancite interactionandinteroperabilitywith
unknavn entities, seamlessntegration of new entitiesand
functionalities,possiblecombinationof servicesyrobustness
againsterrorsor failures. However, Specification-Carrying
Codealoneis not sufficient. It needsto be combined,for
instance,with additionalmechanismgor checkingthe ad-
equag of a codewith its publishedspecification,for dis-
coveringerrors,andpropagatingnformationabouterroneous
code,for correlatinginformationanddetectingmaliciousat-
tacks.
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