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Abstract

This paper proposesthe notion of Specification-Carrying
Codeas an interaction mechanismfor self-assemblyof au-
tonomousdecentralised software components. Each au-
tonomoussoftwareentityincorporatesmoreinformationthan
its operational behaviour, and publishesmore data than its
signature. The idea is to provide separately, for each en-
tity, a functionalpart implementingits behaviour- the tra-
ditional program code; and an abstract descriptionof the
entity’s functionalbehaviourand necessaryparameters - a
semanticbehavioural descriptionunder the form of a for-
mal specification.Interactionsare exclusivelybasedon the
specificationsand occur among entities with correspond-
ing specifications.In the caseof autonomiccomputingsys-
tems,in additionto functionalaspects,thespecificationmay
carry a semanticdescriptionof non-functionalinformation
relatedto self-management. This paper presentsthe prin-
ciplesof theSpecification-CarryingCodeparadigm,theas-
sociatedService-OrientedArchitecture, and it explainshow
self-managedsystemscanbenefitfromthisparadigm.

1 Intr oduction

Key characteristicsof autonomiccomputingsystemsaretheir
expectedself-organisedanddecentralisednature.They con-
sistof autonomoussoftwareentitieswhichdonotnecessarily
know eachotherin advance,but acttogetherwithout any di-
rectcentralcontroltowardshigh-level goalsdefinedby some
humanadministrator. Thesesoftwareentitiesneedadvanced
meansof communicationfor: understandingeachother, gath-
ering and sharingknowledge, information and experience
amongeachother, and ensuringself-managingfunctionali-
ties. Therefore,sucha technologyneedsan infrastructure
supporting,in an intertwined way: mutual understanding,
knowledgesharingandsupportfor self-managingfeatures.

Currentpracticesusuallyrely on pre-establishedcommon
meanings:communicationthroughsharedAPIs, usuallyal-
readysharedatdesigntimeandwhichareuniquelysyntactic

expressionsof signatures;or communicationthroughshared
ontologiesallowing run-timeadequacy but requiringsharing
of keywords. We foreseethat future programmingpractice,
especiallyin thecaseof autonomiccomputingsystems,will
consistin programmingcomponentsand”pushing”theminto
an executionenvironmentwhich will supporttheir interac-
tions. Therefore,futurecomponentswill bedevelopedsoas
to shareaminimaldesigntimecommonunderstanding.

Theideaadvocatedin thispaperis thatinteractionsshould
bebasedonaminimalcommonbasis,merelyconcepts. Prag-
matically, for artificial entitiesto understandeachother, those
conceptshave to beexpressedin somelanguage.Therefore,
the minimal commonbasisconsistsin a commonspecifica-
tion languageusedfor expressingtheconcepts.Conceptscan
then be expressedwith different words, and with different
properties,but equivalent conceptsshouldshareequivalent
properties.Thus,thereis no needto shareidenticalexpres-
sion of concepts(either throughAPIs, ontologies,or iden-
tical specifications).However, it is necessaryto have a run-
timetool abletoprocessthosespecificationsandto determine
whichof themreferto thesameconcept.

Thispaperproposesaninfrastructurethatrelieson theno-
tion of Specification-CarryingCode(SCC)asabasisfor mu-
tual understanding.In additionto its code,eachautonomous
softwareentitycarriesanabstractdescriptionof its functional
behaviour which is a semanticbehavioural descriptionun-
der the form of a formal specification. Section2 presents
the principlesof the Specification-CarryingCodeparadigm.
Section3 explainstheinterestandpotentialityfor autonomic
computingsystems.Finally, Section4 describessomerelated
works.

2 Specification-Carrying Code

In additionto their code,entitiescarrya specificationof the
functional (as well as non-functionalcapabilities)they of-
fer to the community. The specificationis expressedus-
ing a (possiblyformal) specificationlanguage,for instancea
higher-orderlogicallanguagedefiningatheorycomprisedof:



functions,axiomsandtheorems.The specificationactsasa
meta-ontologyanddescribessemanticallythefunctionaland
non-functionalbehaviour of theentity. Wecall thisparadigm
Specification-CarryingCode(SCC). In our currentmodel,a
service-orientedarchitecturesupportsthe paradigm.Before
interactingwith aserviceprovidingentity, arequestingentity
maycheck(throughrun-timeproofchecking)someof itsown
theoremon thesubmittedtheory. Vice-versa,beforeaccept-
ing to delivera service,a serviceproviding entitymaycheck
the correctnessof the requestingentity. This allows an en-
tity to interactwith anotherentityonly if it cancheckthatthe
way the otherentity intendsto work correspondsto what is
expected.Theimportantthing to notehereis thatentitiesdo
not shareany commonAPI relatedto the offered/requested
service. Indeed,sinceentitiesdo not know in advance(at
designtime) with which entitiesthey will interact,thespec-
ification languageactsastheminimal commonbasisamong
theentities.Thelackof APIsimpliesin turnthatinput/output
parameterscanonly beof verysimpletypes.

Checker
Theorem

Σ
Ax

Σ
Code

Ax ....

Run-Time

Register Execute Σ
Ax1

1

Σ
Ax

2

2

Σ
Ax

Σ i Σ i Σ { }

Figure1: SCCPrinciple

Figure1 showstwo basicprimitivesof theSCCparadigm:
a serviceproviding entity registers its specificationto some
run-time middleware that storesthe specificationin some
repository. An entity requestinga servicespecifiesthis ser-
vice througha specification,andasksthe run-timemiddle-
wareto executea servicecorrespondingto thespecification.

Once it receives an executerequestthe run-time infras-
tructureactivatesa modelchecker that determineswhich of
the registeredservicesis actuallyableto satisfythe request
(on the basisof its registeredspecification). The theorem
checker establishesthe list of all serviceswhosesemantics
correspondsto therequest.

Dependingon thechosenspecificationlanguage,thespec-
ification may vary from a seriesof keywords togetherwith
someinput/outputparametersdescription,to ahighly expres-
sive formal specificationconsistingof a signature,as well
aspre-andpost-conditions,additionalaxiomsandtheorems
characterisingthebehaviour of theoperatorsspecifiedin the
signature.Servicesspecificationsmatchingrequestsspecifi-

cationsarenotnecessarilyspecifiedin thesametextualman-
ner. Thetheoremcheckerensuresthatthey havethesamese-
mantics. The moreexpressive is the specificationlanguage,
the more it allows to get rid of sharedconventionsor key-
words.

A Semantic Service-Oriented Ar chitecture. The
Specification-CarryingCode paradigm is supportedby a
service-orientedarchitecture,whereautonomousentitiesreg-
isterspecificationsof availableservices,andrequestservices
by themeansof specifications.Wehaverealisedtwo different
implementationsof thisservice-orientedarchitecture.

The first implementationhasbeenrealisedfor specifica-
tionsexpressing:signaturesof availableoperatorswhosepa-
rametersare Java primitive types; and requiredquality of
service. Both operatorsnameandquality of servicearede-
scribedusingkeywords. The resultingenvironment,a mid-
dlewarecalledLuckyJ, allows server programsto deposita
specificationof their own behaviour or of a requestedbe-
haviour at run-time.In theLuckyJenvironmentactivationof
servicesoccursanonymouslyandasynchronously. The ser-
vice providing entity andtheservicerequestingentity never
enter in contact,communicationis ensuredby the LuckyJ
middlewareexclusively. Therequestingentity is not blocked
waiting for a serviceto beactivated.Experimentshave been
conductedfor dynamicevolutionof code,wheretheservices
canbeupgradedduringexecutionwithout haltingor provok-
ing anerror in theclient program.This is an importantfea-
tureof self-managedapplicationssincetheapplicationtrans-
parentlyself-adaptsto new (or updated)servicesintroduced
into the environment. The LuckyJ environmentonly allows
the descriptionof basic specificationrelying on ontology
(keywords)sharedamongall the participatingservices[7].
EventhoughLuckyJallowspurelysyntacticalspecifications,
it neverthelessprovedtheviability of theapproachunderthe
form of a service-orientedarchitecture,andits usefulnessfor
dynamicevolutionof code.

In orderto remove theneedfor interactingentitiesto rely
on pre-definedkeywords, a secondimplementationof the
above architecturehasbeenrealised. This architectureal-
lows entitiesto carryspecificationsexpressedusingdifferent
kindsof specificationlanguage,andis modularenoughto al-
low easyintegrationof additionalspecificationlanguages[3].
This architecturesupportssimpleprimitivesfor an entity to
register its specificationsor to requesta service, and for
theenvironmentto executethecorrespondingrequestedcode
onceit hasbeenfound.

Thecurrentprototypesupportsspecificationswritteneither
in Prolog,or asregularexpressions.Howeverit cannotcheck
togetherspecificationswritten in two differentlanguages.In
thecaseof Prolog,themiddlewarecallsSWI Prologtool to
decideaboutthe conformanceof two specifications,in the
caseof regularexpressionswe have implementeda tool that
checkstwo regular expressions.Theselanguageshave dif-
ferent expressive powers: regular expressionsarea power-



ful tool for describingsignatures,but do not supportexpres-
sionof semanticproperties.Prolog,or Higher-OrderLogics
(HOL), are logical languagesallowing rich expressivity for
describingproperties. However, it can rapidly becomeim-
practicableto describeusualthingssuchasprinting,or com-
plex lists. Therefore,weareinvestigatinglanguagesallowing
bothlogicalexpressivity andsomeontologicalconcepts,such
asJenaor theCommonSimpleLogic (CSL).

Example. Below is a serviceexpressedin Prolog,stored
in a file specService.xml which is ableto reverselists.
This servicedefinesfirst theappend operatorwhich is nec-
essaryto definethereverseoperatorrev. Appendingany list
L to theemptylist [] returnsL (line 7). Appendingany list
L2 to a non-emptylist [H|T] (HeadandTail) returnsa list
with thesameheadH andwith L2 appendedto T (lines8, 9).
Therev operatoris thendefined: reversingthe empty list,
returnsthe empty list (line 11); and reversinga non-empty
list [H|T] returnsa list R obtainedby recursively applying
rev on thetail of the list andappendingtheheadat theend
(lines12,13).

1 <specs>
<description active="true">

3 <content> Reverse List Service</content>
</description>

5 <prolog active="true">
<content>

7 append([],L,L).
append([H|T],L2,[H|L3]) :-

9 append(T,L2,L3).

11 rev([],[]).
rev([H|T],R) :-

13 rev(T,RevT), append(RevT,[H],R).
</content>

15 </prolog>
</specs>

The specification request, stored in file
specRequest.xml simply describes the axioms ex-
pectedto be satisfiedby a reverseoperatorherecalledrev
(lines7, 8), aswell asthepropertythatreversingtwo timesa
list returnstheoriginal list (line 9).

1 <specs>
<description active="true">

3 <content> Reverse List Request</content>
</description>

5 <prolog active="true">
<content>

7 rev([],[]), rev([A|B],R),
rev(B,RevB), append(RevB,[A],R),

9 rev([A|B],R) , rev(R,[A|B]).
</content>

11 </prolog>
</specs>

The following code,in file ReverseList.java, con-
sistsin a serviceproviding thereverselist functionality:

1 import kernel.*;

import java.util.*;
3

public class ReverseList extends Service {
5

public static void main(String[] args) {
7 // register reverse list specification

new ReverseList().register("localhost",
9 "specService.xml");

}
11

public ArrayList execute(ArrayList list) {
13 Collections.reverseList(list);

return list;
15 }

}

ClassReverseList extendstheServiceclass,available
in the kernel packageof our architecture. The main()
methodis usedto register the serviceat a servicemanager
availableata localhost.Thedescriptionof theserviceis con-
tainedin thefile specService.xml.

Every serviceextendsthe Serviceclassand hasto rede-
fine theabstractexecute() method(line 12),which is the
only methodthatwill beindirectly invokedby a client. This
method”wraps” thefunctionalitydefinedin thespecification
file, herethe reverselist functionality (line 13). Parameters
aretransmittedin anArrayList andtheresultis returnedin an
ArrayList aswell.

An entity that wants to use the reverse list ser-
vice can do it with a single line of code (in a file
UseReverseList.java):

1 import kernel.*;

3 public class UseReverseList extends Entity {

5 private void askForReverseList() {

7 // activation of the reverse list service
result = Entity.execute(

9 SM_ADDRESS, "specRequest.xml",
parameters);

11 }
}

In the above code,result andparameters are Ar-
rayListsandSM ADDRESSis a Stringdefiningtheservice
manageraddress.Theentity specificationfile is availablein
thesamedirectoryandis namedspecRequest.xml. Pa-
rametersareaddedunderthe form of anArrayList. To
executea request,an entity calls the execute() method
(line 8) definedin thetheEntity class,availablein thekernel
packageof our architecture.Additional informationrelated
to programmingservicesandrequestscanbefoundin [3].

There is no transfer of API between ReverseList
and UseReverseList. Indeed, UseReverseList simply in-
vokes its own static methodexecute() (line 8 of file
UseReverseList.java). This methodwill submit the
requestpresentin the specRequest.xml file to a mid-
dlewareinfrastructurecalledtheServiceManager. TheSer-



vice Managerseamlesslyretrievesoneservicethat matches
therequest.Methodexecute() of ReverseListis activated
by UseReverseListwith the parametersof UseReverseList.
The actualmethodwhich doesthe reverselist activity, here
reverseList() (line 13 of file ReverseList.java)
is not called either by UseReverseList or by the Service
Manager. The registrationandtheactivationof servicesare
doneexclusively throughtwo primitives:register() and
execute() respectively.

Discussion. Specificationmatching[6] encompassesre-
trieval of a componentfrom a softwarelibrary basedon its
semantics;reuseof a componentfrom a softwarelibrary in
orderto adaptit to thecurrentneeds;substitutionof a com-
ponentby anotheronewithout affecting the observablebe-
haviour; andsubtyping. The work presentedin this Section
is concernedwith retrieval of a componentwhosesemantics
(registeredspecification)satisfiesa query (specificationre-
quest). There is no obligation that both specificationsare
equivalent,it is sufficient that the selectedservicespecifica-
tion impliesthespecificationrequest.

In ourcurrentimplementationusingProlog,specifications
are registeredasProlog factsand rules,while specification
requestsare Prolog queries. In the caseof regular expres-
sions: the registeredspecificationmust matchas a regular
expressionthe specificationrequest(but not necessarilythe
opposite).

3 SCCfor Autonomic Computing

Specification-CarryingCodeasdefinedabove expressesthe
functionalbehaviour of services.In additionto functionalas-
pects,thespecificationcanbeextendedto incorporateaswell
non-functionalinformation,suchasquality of service,effi-
ciency, availability, or trust. This sectionshows the interest
of theSpecification-CarryingCodeparadigm,bothin its cur-
rent form or throughan extendedversion,for self-managed
systems.Moreprecisely, it describeshow SCCcanbeuseful
for realisingthefour self-managementconceptsdefiningthe
autonomiccomputingview asexplainedin [5]. We have ac-
tually testedtheapproachandconductedexperimentsin the
caseof self-configuration,andinitial testsareunderway re-
latedto self-protection.

Self-Configuration. ”Automatedconfigurationof compo-
nentsandsystemsfollowshigh-level policies.Restof system
adjustsautomaticallyandseamlessly[5].”

The notion of specificationnaturally serves to express
high-level goalsasstatedby a (human)administrator. They
constituteinitial servicerequeststriggeringtherestof thesys-
tem. Similarly, servicerequestsexpressinghigh-level con-
figuration policies may serve for automaticdistribution of
entities or placementon a Grid of componentsparticipat-
ing to a scientificcalculation. Finally, at a local level, each
componentof anautonomiccomputingsystemmaydescribe,

throughits specification,its own installationneeds(e.g.CPU,
Memory, or Network).

For theparticularcaseof automaticandseamlessintegra-
tion of new components,initial experiments[7] have proven
usefulfor dynamicrun-timeevolution of code.Indeedwith-
out stoppingany specificentitiesor thewholesystemit has
beenpossibleto: addin the systemandseamlesslyusead-
ditional features;to seamlesslyreplaceupdatedentitieswith-
out thecalling entitiesnoticingthereplacement(evenduring
a call). Sincea specificationrequestis theonly elementnec-
essaryfor activatinga service,insertinga new functionality
thensimply consistsin registeringits correspondingservice
to the middleware. Replacingan updatedentity consistsin
having both theold andthenew entitiespresentat thesame
timein thesystem,andif necessaryto transferthestateof the
old entity to thenew onebeforestoppingtheupdatedentity.

Self-Optimisation. ”Componentsand systemscontinually
seekopportunitiesto improvetheir own performanceandef-
ficiency [5].”

The architecturedescribedin the above sectionsimplies
thatfor eachrequest,themiddlewaresearchesfor all possible
servicesrealisingtherequest.This turnsout to beusefulfor
self-optimisation.Indeed,assoonasa servicerealisinga re-
questis available(it simply needsto registeritself), it canbe
selectedby themiddleware. If the requestspecifiesthat the
mostupdatedserviceis required,thenthenew servicewill be
chosen.It is interestingto notethat if thenew serviceitself
requiresupdatedservicesto satisfyits needs,by a cascading
effect a largepartof thesystemwill thenuseupdatedfunc-
tionalities. Additionally, thespecificationmayexpressopti-
misationpolicies,or describeconfigurationparametersthat
canbetuneddifferentlyfor differentcontexts.

Self-Healing. ”Systemautomaticallydetects,diagnoses,and
repairslocalizedsoftwareandhardwareproblems[5].”

The Specification-CarryingCode paradigmcan be ex-
tendedto incorporateautomaticgenerationof a code,recog-
nisedaserroneous,from its correspondingspecification.Al-
ternatively, if acodehasbeenrecognisedaserroneousby the
middleware,its specificationis removedfrom therepository
of availableservices.The whole systemthenautomatically
works with the current available services,maybein a de-
gradedmanner, until a new codeis insertedinto the system
andreplacesthe erroneousone. The notion of specification
alsoservesasa basisfor verifying the adequacy of a code,
e.g.throughproof-carryingcodetechniques.

Self-Protection. ”Systemautomaticallydefendsagainstma-
licious attacksor cascadingfailures.It usesearlywarningto
anticipateandpreventsystemwidefailures[5].”

A specificationmay rather naturally describehigh-level
securitypolicies that have to be realisedin the whole sys-
tem. Moreover, self-regulatingschemacanalsobe consid-
ered. For instance,combiningtrust andreputationinforma-



tion with specificationsmayprove to beanefficient tool for
self-protection[4]. In this schema,the specificationis ex-
tendedto incorporatetrustandreputationinformationabout
a serviceprovider, or abouta client. This information,up-
datedat run-time, thenserves to acceptor deny interaction
requests.Checkinga specificationagainstits codeimpliesto
(formally) provethatthecodeactuallysatisfiesthespecifica-
tion. However, even if a codeis not malicious,i.e. sucha
proof hasbeenvalidated,theremaybe someexternalor in-
ternalconditionthatneverthelesspreventsthecodeto furnish
correctlyits service.Theuseof trustallows to permanently
adaptingthewholesystembehaviour to theindividualentities
behaviour or reponsesto servicesrequests.

Discussion.Automatedreasoningasproposedin Section2
mainly concernsfunctionalaspects:a service’s specification
logically implies a specificationrequest. Formal specifica-
tions and automatedreasoningsolve interoperabilityprob-
lems: there is not needfor compatibleinterfacesor exact
declarationsand queries. More generally, Section3 advo-
catestheuseof automatedreasoningfor building autonomic
networks: specificationsservingto expressfunctionalprop-
erties,aswell asnon-functionalproperties,(re)configuration
policies,andinteractionprotocols.

4 RelatedWorks

Specification-CarryingSoftware. Thenotionof specification-
carryingsoftware is beinginvestigatesinceseveral yearsat
theKestrelinstitute[8, 1]. This ideahasbeenproposedini-
tially for softwareengineeringconcerns,essentiallyfor: en-
suringcorrectcompositionof softwareandrealisingcorrect
evolution of software.Algebraicspecificationsandcategori-
cal diagramsareusedfor expressingthefunctionality, while
coalgebraictransitionsystemsareusedto definethe opera-
tional behaviour of components.The visions of this team
includeaswell run-timegenerationof codefrom the spec-
ifications. Comparedto theseworks, this paperproposesa
function-basedversionwherethebehaviour of a component
is not fully specifiedin all its operationaldetails,but suffi-
ciently in orderto beusedfor correctself-assemblyof soft-
wareat run-time.

Smart labels/SmartTags. Smarttaggingsystemsare al-
readybeingdeployedfor carryingordisseminatingdatain the
fields of healthcare,environment,anduser’s entertainment.
For instance,in the framework of datadisseminationamong
fixednodes,[2] proposea delivery mechanism,basedon the
local exchangeof datathroughsmarttagscarriedby mobile
users. Mobile usersor mobile devices do not directly ex-
changesmart-tags,they only disseminatedatato fixednodes
whenthey arephysicallycloseto eachother. Datainforma-
tion carriedby smarttagsis expressedas triples indicating
thenodebeingthesourceof theinformation,theinformation
value,anda timeindicationcorrespondingto theinformation

generation.Smarttagsmaintain,store,andupdatethesein-
formationfor all visitednodes.In smarttaggingsystems,data
remainstructurallysimple,andunderstandableby humanbe-
ings, anddoesnot actuallyserve asa basisfor autonomous
local decisions.Thenotionof specification-carryingcodeas
expressedin this papercanbeseenasa way to tagcodesin-
steadof only data.

5 Conclusion

Specification-CarryingCodeprovidesseveraladvantagesfor
run-timeexecutionof decentralisedautonomoussoftwarein
general,andfor autonomiccomputingsystemsin particular.
Amongthemwecanciteinteractionandinteroperabilitywith
unknown entities,seamlessintegration of new entitiesand
functionalities,possiblecombinationof services,robustness
againsterrorsor failures. However, Specification-Carrying
Codealoneis not sufficient. It needsto be combined,for
instance,with additionalmechanismsfor checkingthe ad-
equacy of a codewith its publishedspecification,for dis-
coveringerrors,andpropagatinginformationabouterroneous
code,for correlatinginformationanddetectingmaliciousat-
tacks.
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